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1. Terms and definitions
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Risk Risk management Risk management framework
) e effect of e coordinated e set of components that provide the
C uncertainty activities to foundations and organizational
Q direct and arrangements for designing,
= control an implementing, monitoring, reviewing
= organization with and continually improving risk
regard to risk management processes throughout

the organization
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" Risk management Risk management process

c

@ e document within e coordinated e systematic application of management
: the risk activities to direct policies, procedures and practices to the
c management and control an tasks of communicating, consulting,

G— framework organization with establishing the context, identifying,
specifying the regard to risk analyzing, evaluating, treating, monitoring
approach, the and reviewing risk
management

components and
resources to be
applied to the
management of risk
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Risk identification Risk description

2 e overall process of e process of e A structured statement of risk, usually
O risk finding, covering 4 elements: sources (process
c— identification, recognizing and of finding, recognizing and describing
= risk analysis and describing risks risks), event (occurrence or change of a
risk evaluation particular set of circumstances), causes

and effects
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Risk analysis Level of risk

e process to * magnitude of

comprehend a risk

the nature of expressed in

risk and to terms of the

determine combination

the level of of

risk consequences
and their
likelihood
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2. Risk assessment concepts
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The risk management process aids decision making by taking account of
uncertainty and the possibility of future events or circumstances
(intended or unintended) and their effects on agreed objectives.
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is that part of risk management which provides a structured process that
identifies how objectives may be affected, and analyses the risk in term of
consequences and their probabilities before deciding on whether further
treatment is required.
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what can happen and
why (by risk
identification)?

what is the probability of
their future occurrence?

what are the
consequences?

are there any factors
that mitigate the
consequence of the risk
or that reduce the
probability of the risk?

Is the level of risk
tolerable or acceptable
and does it require
further treatment?
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is to provide evidence-based information and analysis to make informed
decisions on how to treat particular risks and how to select between options.
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understanding the risk and
its potential impact upon
objectives

comparing of risks in
alternative systems,
technologies or approaches

selecting different forms of
risk treatment

providing information for
decision makers

communicating risks and
uncertainties

meeting regulatory
requirements

contributing to the
understanding of risks, in
order to assist in selection
of treatment options

assisting with establishing
priorities

providing information that
will help evaluate whether
the risk should be accepted
when compared with
pre-defined criteria

identifying the important

contributors to risks and

weak links in systems and
organizations

contributing towards
incident prevention based
upon post-incident
investigation

assessing risks for
end-of-life disposal

7 N
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risk assessment
(comprising risk
establishing the context identification, risk
analysis and risk
evaluation)

communication and
consultation

risk treatment monitoring and review
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ensuring that the .
terests of bringing together

developing a defining the context different areas of

o : stakeholders are : : v
communication plan appropriately expertise for identifying

understood and and analysing risk
considered s

ensuring that different

views are appropriately ensuring that risks are

considered in evaluating adequately identified
risks

securing endorsement
and support for a
treatment plan
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defines the basic parameters for managing risk and sets the scope and criteria
for the rest of the process. Establishing the context includes considering
internal and external parameters relevant to the organization as a whole, as
well as the background to the particular risks being assessed.

In establishing the context, the risk assessment objectives, risk criteria, and
risk assessment programme are determined and agreed.
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1) Establishing the
external context
involves familiarization
with the environment
in which the
organization and the
system operates

(slide 21)

2) Establishing the
internal context

(slide 22)

3) Establishing the

context of the risk 4) Defining risk criteria
management process (slide 24)
(slide 23)
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cultural, political, legal,

regulatory, financial, key drivers and trends
economic and competitive having impact on the perceptions and values of
environment factors, objectives of the external stakeholders
whether international, organization

national, regional or local
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capabilities of the
organization in terms
of resources and
knowledge

perceptions, values
and culture

information flows and
decision-making
processes

policies and
processes

internal stakeholders

standards and
reference models
adopted by the
organization
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objectives and the

strategies that are

in place to achieve
them

structures (e.g.
governance, roles
and
accountabilities)
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the nature and types of

conseguences to be included the way in which probabilities how a level of risk will be
and how they will be are to be expressed determined
measured
the criteria by which it will be the criteria for deciding when whether and how
decided when a risk needs a risk is acceptable and/or combinations of risks will be
treatment tolerable taken into account
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agreed process criteria identified
objectives in specifications

generally accepted
general data industry criteria

sources such as safety
INEIWARES

sources such as
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legal and other
organizational risk requirements for
appetite specific equipment
or applications
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whether an activity should be how to maximize whether risks need to be
undertaken opportunities treated

the most appropriate selection
choosing between options prioritizing risk treatment of risk treatment strategies
with different risks options that will bring adverse risks to
a tolerable level
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assumptions on which the risk
assumptions about risks assessment is based, including expected results are being
remain valid the external and internal achieved
context, remain valid

results of risk assessment are risk assessment techniques are

o : : ; . risk treatments are effective
in line with actual experience being properly applied
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3. Risk assessment process

3.1 Overview

3.2 Risk identification

3.3 Risk analysis

3.4 Risk evaluation

3.5 Documentation

3.6 Monitoring and reviewing risk assessment

3.7 Application of risk assessment during life cycle phases



Overview
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Establishing the context
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Risk identification

The purpose of risk identification is to identify what might happen or what
situations might exist that might affect the achievement of the objectives of
the system or organization. Once a risk is identified, the organization should
identify any existing controls such as design features, people, processes and
systems.

The risk identification process includes identifying the causes and source of
the risk (hazard in the context of physical harm), events, situations or
circumstances which could have a material impact upon objectives and the
nature of that impact.
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systematic team approaches
evidence based methods, where a team of experts
examples of which are follow a systematic process

check-lists and reviews of to identify risks by means of
historical data a structured set of prompts
or questions

inductive reasoning
techniques such as HAZOP
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Likelihood
Controls Consequence analysis and Preliminary
assessment analysis probability analysis
estimation

Uncertainties
and
sensitivities
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Controls assessmen

what are the existing controls for a particular risk?

are those controls capable of adequately treating the risk so that it is
controlled to a level that is tolerable?

in practice, are the controls operating in the manner
intended and can they be demonstrated to be effective
when required?
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taking into consideration
existing controls to treat the
consequences, together with
all relevant contributory
factors that have an effect on
the consequences

relating the consequences of
the risk to the original
objectives

considering both immediate
consequences and those that
may arise after a certain time
has elapsed, if this is
consistent with the scope of
the assessment

considering secondary
consequences, such as those
impacting upon associated
systems, activities, equipment
or organizations
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estimate
probability

1) historical data

2) probability forecasts

3) expert opinion
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The use of relevant historical data to identify events or situations which have
occurred in the past and hence be able to extrapolate the probability of their
occurrence in the future. The data used should be relevant to the type of
system, facility, organization or activity being considered and also to the
operational standards of the organization involved. If historically there is a
very low frequency of occurrence, then any estimate of probability will be very
uncertain. This applies especially for zero occurrences, when one cannot
assume the event, situation or circumstance will not occur in the future.
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Probability forecasts using predictive techniques such as fault tree analysis and
event tree analysis. When historical data are unavailable or inadequate, it is
necessary to derive probability by analysis of the system, activity, equipment
or organization and its associated failure or success states. Numerical data for
equipment, humans, organizations and systems from operational experience,
or published data sources are then combined to produce an estimate of the
probability of the top event. When using predictive techniques, it is important
to ensure that due allowance has been made in the analysis for the possibility
of common mode failures involving the coincidental failure of a number of
different parts or components within the system arising from the same cause.
Simulation techniques may be required to generate probability of equipment
and structural failures due to ageing and other degradation processes, by
calculating the effects of uncertainties.
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Expert opinion can be used in a systematic and structured process to estimate
probability. Expert judgements should draw upon all relevant available
information including historical, system-specific, organizational-specific,
experimental, design, etc. There are a number of formal methods for eliciting
expert judgement which provide an aid to the formulation of appropriate
qguestions. The methods available include the Delphi approach, paired
comparisons, category rating and absolute probability judgements.

Transformational Learning Network for Resilience - Enabling Ukrainian higher education to ensure a sustainable and robust reconstruction of (post-war) Ukraine S&



Preliminary analysis




55

Funded by Trans
the European Union  |@arn

set aside insignificant risks
which would not justify
treatment

proceed with more detailed
risk assessment

decide to treat risks without
further assessment
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which of a number of
paths should be
followed

whether a risk needs - whether an activity
priorities for treatment
should be undertaken

treatment
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a middle band (or
‘erey’ area)

an upper band a lower band

e where the level of risk is e where costs and benefits, e where the level of risk is
regarded as intolerable are taken into account and regarded as negligible, or
whatever benefits the opportunities balanced so small that no risk
activity may bring, and risk against potential treatment measures are
treatment is essential consequences needed

whatever its cost
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Risk cannot be |ustified
save in extraordinary
circumstances

Tolerable only If risk
reduction is impraticable
or if its cost grossly
disproportionate 10 the
Improvement gained

Unacceptable region

The ALARP or Tolerablity
region (Risk Is undertaken
only if a benefit is denled)

Tolerable if cost of
reduction would exceed

the improvement gained

Y

Broadly acceptable region Necessary to maintain
assurance that risk
{No need for detaded remains at this level
working 10 demonstrate
ALARP)
Negligible risk
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d o f a summary of the external
escription o and internal context of the risk criteria applied
relevant parts of the organization and how it and their
system and their relates to the situation, Ustificati
: system or circumstances justrication
functions being assessed

limitations,
assumptions and
justification of
hypotheses

objectives and scope

assessment risk identification Saliey as§umptlons risk analysis results sensitivity and
and their sources

methodology results 2nd validation and their evaluation uncertainty analysis

critical assumptions

and other factors . . conclusions and
: discussion of results . references
which need to be recommendations

monitored
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Monitoring and reviewing risk assessment




Application of risk assessment during life cycle phases
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identifying risks impacting
cost effectiveness studies upon subsequent life-cycle
ENES

ensuring that system risks the design refinement
are tolerable process

As the activity proceeds, risk assessment can be used to provide
information to assist in developing procedures for normal and
emergency conditions.

70 Transformational Learning Network for Resilience - Enabling Ukrainian higher education to ensure a sustainable and robust reconstruction of (post-war) Ukraine S’;



4. Selection of risk assessment
techniques
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it should provide results in a

it should be justifiable and

: ) . form which enhances it should be capable of use in a
appropriate to the situation or : .
. understanding of the nature of manner that is traceable,
organization under : . e
) ) the risk and how it can be repeatable and verifiable
consideration treated
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the objectives of the study. The objectives of the risk assessment will have a direct earing on the techniques used. For
example, if a comparative study between different options is being undertaken, it may be acceptable to use less detailed
consequence models for parts of the system not affected by the difference

the needs of decision-makers. In some cases a high level of detail is needed to make a good decision, in others a more general
understanding is sufficient

the type and range of risks being analysed

the potential magnitude of the consequences. The decision on the depth to which risk assessment is carried out should reflect

the initial perception of consequences (although this may have to be modified once a preliminary evaluation has been
completed);)

the degree of expertise, human and other resources needed. A simple method, well done, may provide better results than a

more sophisticated procedure poorly done, so long as it meets the objectives and scope of the assessment. Ordinarily, the
effort put into the assessment should be consistent with the potential level of risk being analysed

the availability of information and data. Some techniques require more information and data than others

the need for modification/updating of the risk assessment. The assessment may need to be modified/updated in future and
some techniques are more amendable than others in this regard

any regulatory and contractual requirements.
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